
  

Linux Computer Security



  

Disabling 
Unnecessary 

Services



  

Reduce the Attack 
Surface!



  

What is an Attack 
Surface?



  

Attack Surface

To reduce the possibility of an attack the attack 
surface has to be as small as possible. 

One possibillity to reduce the attack surface on 
your computer is to run only services 
(programmes) that you need. If you have 
installed more services you should either 
uninstall or disable them.



  

What services are 
running on our 

computer?



  

On old systems …….

The 
chkconfig

command
option ­l
for listing
services.



  

Today the systemctl 
command is used

eth0

eth1



  

How many services are installed?

To check how many services are installed we can pipe the 
systemctl list­unit­files command through 
wc ­l (word count with the lines option). 



  

How many services are running?

Here we see 3 state  
options for services: 

enabled, disabled or 
static.

enabled means the service 
is running, disabled 
means the service is not 
running.



  

How many services are running?

static means that the unit file 
does not contain an "install" 
section, which is used to 
enable a unit. As such, these 
units cannot be enabled. 
Usually, this means that the 
unit performs a one-off action 
or is used only as a 
dependency of another unit 
and should not be run by 
itself.



  

How many services are running?

Here we can see that on this system we have 53 services 
running. The next step is to check if these services are 
really necessary.



  

Enabled Services

Here we can see the 
services. E.g. cups 
stands for ‘common 
unix printing’. If 
your computer has 
no printer installed 
all those services 
with cups are not 
required. 



  

Enabled Services
You can use systemctl cat <application>.service



  

Enabled Services
You can find services required because they are 
dependencies
of a required
service.



  

Enabled Services
You can find out about services on the Internet



  

Enabled Services

If a service is not required on your computer, e.g. 
if your computer hasn’t got bluetooth, disable the 
service.



  

Disable Services
A service can be disabled with the command (as root):
systemctl disable <application>.service



  

Disable Services

Although the disable command disables the 
service it might be there again after a reboot 
or if it is called upon as a dependency by 
another service. To disable a service 
permanently use the mask command.



  

Mask Services
systemd has the ability to mark a unit as completely 
unstartable, automatically or manually, by linking it 
to /dev/null. This is called masking the unit, and 
is possible with the mask command (as root):



  

Masked Services

Here we can 
see bluetooth
is masked.



  

Masked Services
  

We can reverse this masking (again as root) 
using the unmask command



  

Further useful commands:
  

You can get status information through:
systemctl status <application>.service
You can stop a service through:
 systemctl stop <application>.service
You can start a service through:
systemctl start <application>.service
You can restart (stop and then start) e.g. after updating a 
configuration file or making a system update:
systemctl restart <application>.service



  

Further useful commands:

  


